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H AN IE, SAM8 ZF B RALIKEAE Ul i & A PR KF—
&% AR (S P ﬁﬁuﬂT”}EK(’éﬁ 2.2 ) ARSI AR K (3 2.3 719). o, KSR K

B SRR

S BT HIE @S S E A e .
BRHALS | ABEES li] A2 2 £ [ ERRCAS | 84S Y i EES
Bemlnr K | KSR AT AR K
SAM8 LPC2214(ARM7) Pt [ £ 1.32 S XE 115200
LPC2214(ARM?7) LiEEALIEAE | 1.000 B&is 57600
SAMS82 STM32F217(CortexM3) | At &4 1.20 B XRF 115200
SAMS83-A STM32F217(CortexM3) | v [El44: 1.20 X XFF 115200
SAMS83-B NUC120LE3 (CortexMO) | FrufE &4 2.312 W B E 115200
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TEANFEIA 1 ARAER F & a1 SRR dr 4R A i h R,
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0x1A AL s 0x22 SAM & 3% APDU iy 4>
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0x34 LN A7 2 0x28 FRar

0x36 N iy 0x29 CPU KWtk 2

0x37 B A7 T e 0x2A CPU & 3% APDU fi 4
0x01 ZER 5 N MIFARE 2514 | 0x2F PRHR 15014443 K64
0x02 FEIFSEHU MIFARE RFIFK a4 | 0x4l 5N HIE A EEROM iy 4
0x05 SLRIE N MIFARE RAFR a4 | 0x42 EECA 1) - EEROM iy 4
0x06 SLEPEEEL MIFARE R%1-Rdr4d | 0x48 ULTRALTGHT -5 N Hefir 4
0x11 SLEIE AMIFARE, TCZ4E | 0x49 ULTRALIGHT -RiszHu e dn 4
0x12 SEEPEEEUMIFARE, TEZHLRY | 0x09 K P A i 2

o LigmMLEMA w8 ik L/BOM HLARG H, HEBMAFRFE (LT
3 T B0 A I A iy T

TE AL I i 1 A4 A0 I RIS 25 Il 5 T bR gD
ST PAR (RN B ek B T AR b)) .

E SEaEEs

MR ESR,  FRATTASRE A F P S b ar &4 D B R s g, b3 AL T 2 f) 3 20
AHIRWT.
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A | ik AR | Hik

0x20 WIE AT B RS de i 2 0x33 R T A

0x21 BB RES ML 0x39 BLAZ @R S AE Gyl sk i A
0x22 15 1R 55 2 0x3B IR AT 4

0x23 Bl RS AR fr 2 0x5A FRUGRIUE 5y AIERY fi &
0x2F ERTRNE S 0x5C CPU R -Rar 4

0x30 WREE w2 0x61 B2 CPU RIS Zid s dn &
0x3F kA 4 0xB9 PBOC #2 3 sid s A &
0xEF I LD Rk 0xBA PBOC #3448 5 i &

0x2E L5 A A R A 2 i) 0xBB PBOC 3548 5 i &

0x31 SR 5 A 0xBC PBOC B 3172 5 i 4

0x32 ki AE Gy i A 0xBD PBOC F (AT il iiERY iy &
0xBE PBOC 135 #5544 i & 0xC6 PR EAE )

0xBF PBOC 5 4 S8 N8 & 0xC8 AR R S

0xE1 T AR 4 0xC9 PR R R T

0xE2 TR i 4 0xCA LR EZ AL 5

0xE3 B TREHZ G % 0xDO BRI AT Z il sk

0xE4 R TRERZZIMNES G4 | 0xD3 IR AT Sy AIERY
0xE5 T TARB R a4 0xB1 FHLA=EE s

0xE6 BEEL G T A 7 S il sk i A 0xB2 FHLR H b4
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2. E{EHIX

WA NMZ, ARABIREEX, ANZEE . MR RS AE P TN
JRIEEA. Horh 2. 1 HR R EER R A A, 2.2 & 2. 3 R M AN F R 1 E 2L
E/EHER W

W=
. A
Bk Bt VT
\ J
Y
Sh=

2.1 WEHEHEME X
Bl A

GRS | @mh | KEBL | KEE2 | RER | WHEA

CmdSel Command Lengthl Length2 Data FS
1Byte 1Byte 1Byte 3 Bytes Variable 1Byte
RS
M2 515 (CndSe ) 4878 T B HR AL AR X
Bit# Name Description
7 Request 0: Request FHIEE N0
1: Response F#Ef1 M 1
6 Length Enable | 0: KEE 1 12 WAIEE
1: KEBAAE
5 Response Flag | 0: #EFa4 717 CmdSel ) bit7 1HZN 0
1: JEPEaA T CmdSel ) bit7 A7 X
4 NFS 0: HdE b RERIMI D RITH R, FSJy0x1C
1: Wi BT A AL
3-0 Parameter Al DL FHAEYE I AE 0x00 & 0x0F f— 24
ARG

52511 (Command) F57R 1 iZ B A PAT A2, OxTF LURRLE LR B A & I RAL
PRI, P R R X 2 4. 0x80 & OxFF 2R E a4, T ARy E. T
A BEAVUE i B R A 2 O ERAVE AR 2k 8] NACK ML,



KRB

KRB APIANER Sy, 2R e T R BOE PR B iR ar 2571 (CndSe ) /)
bit6 N0, NHKEEAMFAAE. WRKEE 1 (Lengthl) A0 OxFF, U 3 545 (K LB
2 (Length2) NMFAE. Rz, BARHED KPR KRR T Length2.

KB
PR KEE 1 KJER 2 SEFRK
Length Enable=0 N/A N/A nJ AR
Length Enable=1 0x04 N/A 4 7T
0x10 N/A 16 i
0xFF 0x000010 16 F45
0xFF 0x000110 272 75

R 2B AF B

A PR DU BERT BONZS, NFS=1 BURAS T AT AR KA. e B il n] A2 AL,
153 W B s 26 73 I HLAE IR L 60 CmdSel 1) NFS AZ2A4N 0. Ml I 2L film]
AL, Wt B AT BURIAFAE S 75 BUR T F a2 575 CmdSel [ NFS {7,

2.2  FAlA] AR K AL EAE P

WY

STX I TR aahi &, ETX A THRSCHISE R, DLE F TR SO H BRIk 7 155 B PR S
ENQ F T 6] 2 75 AT LR % — AN 4. ACK 1 NAK FH TR A B8 0, 0 126 2 75 TE Af.

TR SCARIAZ STX ETX PIAN 45 (R 10 6 448 A\ DLE, 1T 44 A s L) STX AT ETX U
ATEIEN. RO FRHEE JIS-X-0211 brifE, BARuT:

S ) Gt

STX (Start of Text) 0x02
ETX (End of Text) 0x03

DLE (Data link escape) 0x10
ENQ (Enquiry) 0x05

ACK (Acknowledge) 0x06

NAK (Negative acknowledge) 0x15
FS(File Separator) 0x1C
BUSY (Busy) 0x14




HImEHK

B s O IR S B E B AT LU B MG &, N OAURE PRI RS R s R,
SN ASH W A 2, IR AT B A B . AR B AE O A BLRD 5 B Bk T BRI s
4 fif.

RS R AE AT E

STX K E W WU AE ETX

0x1002 | 2Byte AJAR K CIE'SS 0x1003

BN, KA E:

STX B K WEHHE A ETX I

0x1002 | 2Byte AR 0x1003 T AR K
BEKE

B RO T, RorNEBIRB MR KE, AMERRE. HamliiErs
TRESAERRA, WRRPR. NIVISHFIX 8 AR IR —Fh, W LA
HLGRRERS FTHR A 7 ZLE S AR A BT

Bit 15-12 TR IR 2R AL (W, T 3R)
Bit 11-0 N ALK
I AH 25 .

RIS Binary) | RIG(EHEAY KZ
0000 CRC-16 REfHEE, AEHak 2Bytes
0001 CRC-16 RIMEEE, Mok 2Bytes
0010 CRC-16 REMHATE, AEAk 2Bytes
0011 CRC-16 RIEEMTE, M6k 2Bytes
0100 XOR K%, 8l OxFF IByte
0101 XOR 5%, AN JEl OxFF 1Byte
0110 (SRR DAY IR i 1Byte
0111 1 16 A7 AR 2Bytes




KREAE

TEFERE KA P, AR IEVE L &8 SCF 7 DLE. 7E1EH: X, R E gmiS A
b0000 B, BrAF A CRC-16 KHAE/E B, AEEEL (W NE afw). HA CRC KL
O AT ETX. W T RIEH X, ETX N 0x1003, BEAT R IG(E A $E 0x10 (DLE).

a) CRC-16 REFE, AEEMkL

STX B K E Bl ETX pEy

CRC-16 Checksum >

CRC16 ffi H CRC-16-CCITT #xifE, TURMKIRZ AN x 16+x 12+x 5+x 1. LLMSB {4t
RESF RN 0x1021, XX Kermit 53 8k CRC-16/CCITT-TRUE. iyE#, i% CRC16
B8 M1 USB {8 FH I¥) CRC-16-ANST Z I AN A, PR Ie 45 SR AN [F]. CRC16 MRIEE %,
VB 714 RS I6 BV AN HoAth CRC-16 HILIRIE.

b) CRC-16 KKMEH/EE, BEEk

STX BHE K= Bl ETX KSR
CRC-16 Checksum

c) CRC-16 RIGEATE, NEEEk

STX BHEK B KB AH ETX
< CRC-16 Checksum ~—=

d) CRC-16 RIGHATE, &6k

STX B KE i L AIEN ETX

CRC-16 Checksum >

e) XOR %56, F8k OxFF

STX Bl K LA KA ETX
<— XOR Checksum Range —>
fEH] S I, RIGAE AT B, ARGy OxFF 12575 5 a1k STX TF46 1 4,
BB N EEIE ORISR, HIaH{E Y OxFF.




f)  XOR %54, AFEL OxFF

STX BHEK Bl REIAE ETX

A e BRI, RS R AT B BRI AECA 0x00 32745 57 BN B Sk STX JT46 1 Hidi,
HEINZESRURER. YiaME2 0x00.

g) MY 8 AL HIIER L

STX B Hod BEUAH ETX
ADD Checksum — >

DA, R EATE. RARISENIZ 7 WSk STX THGEE, —Em
FIBIRBIAR. INETF R SRE 8 ArkE, BIAZ 5 b OxFF.

h) A 16 A7 F IR K

STX BHE K= Bl KGR ETX
ADD Checksum — >
ff FINIEAR BRI, RIGMEATE. BRI AR T Mk STX FFIR ISR, —En
FIEHRBLIISE R, AT E R 45 A 16 A8, BPf75 I OxFFFF.

2.3 Fa e ml A K ALIE S Pl
1 T AR KA AE P E B E SE )5, FNIEAIR BN Z4, e B
I Bl SN, KSR ] AKX E R s A AN E, HNEEESn T

A mAERTFS RS
Command Resend Index Data
1Byte 1Byte AAs K

KM TRA 7w (CndSel), WBA KB BEAT. (EREHMN T 74
HEFFS, ZERR L ERNIEL, HIUCRIEN 0x00, BHREKIZELI N —. W
RV AE I i AR ) — B 1] Y BEA RIS ARG, AT P AT HE s, i,
P2 E R AR R I a2 AR C, IR @ R 5 R W E RIS A 75 . 35 U]
Ja, WA Z ARSI S 5 B IR M ar S ROCHTR, BRI S b — UM R R
R HER 5N AHHRSCHED Fh, AHHATAE T4



s T PSR ALEE VAN E AR G % X, REHMERTE. (HREIRKERA 1
AT, AETEANRE TR, U SRRSO I a1 0x02. 0x03. 0x10
B¥EmAE STX. ETX. DLE I}, @4Z454& A DLE. Frfgdi N DLE 77 B AE BRI ab #E i 7
2B H ARG INR SO K . ks UK STX, ETX AT DLE =AM SCH ) 2 75 2%

5 11 AT AR KA B A PSS FIA Y 8 A7 IR RE S, K56 f 78 Bl AN 5 48 N B 56 SUF7F
DLE, REI36VE N B K E 7 2R IX, AES STX METX. RIG(EaH A STX, ETX
& DLE, WIFREATH X, Wk Fk.

STX B KSE B Add 5 E ETX
0x02 1Byte AIAR K 1Byte 0x03
ADD Checksum

Blan, MR BRI AT 0x0100 B, Bl EZRIE DY 0x02, 7 25 L. Keaia
NBIE N BRI T (NS DLE), T2 0x03, 5 4% 3.

STX BHEK B Add ®BeAH | ETX
0x02 0x1002 0x0100 0x1003 0x03

2.4 BEIT 5N
AN FERA @ E T, @ TR R R AR BT
SCHIRBI a2, AR, RS AR KA A S R IE N A L.

2. 4.1 W& A ]

BETAFEULFEMNES N E, BEELT, EAHN master, FHLA slave. I
MR AR RS, BIRIE—NmAE, FMIAULRE—DNNEE, WRGSPIT
IR IR A — AN Ry A, ANE R R IERE SOE 2 7% 3, IR 1B R B A i &
DLE (0x10) .

Pt 2 AT ) 0,

ACK W& 0x10 | 0x06
NACK ML | 0x10 | 0x15
Busy MZ&EL | 0x10 | Ox14
ENQ 1 7] &, 0x10 | 0x05




Aty 43K

A2 M EATHLEN R AL — AN A

M) J3 iy 4> PAT BRIV A JE, AL T R A

1) 1) £, WX 7 BN, R ENQ —Fh

2, JL B T B R A A, e Ry A BB D A, DA
TR HATIRAS. A4 ACK, NACK Al Busy =

WAL TR, o H B3 B R U 2 S T DARSEdE L, S 5 ik [B] Busy,
W 5 B R — B (M R ). 7R A AR, AL AL AT AT S (B
ENQ D) #F75 Edk TR, BIIR [0l ACK, NACK, BYjE Busy f. {HAEAM MK, T
MHA S F s RIE R A, B _EAHLARmR ACK, 155% 2.4. 3 77.

2.4.2 ar A AN H EHA

AR, AR E AL A SRR R BRI IE AN A, T
ALHUNGR [l AR A . FESERER, R HLAEAESEEIA T, — EAE R B AL
. 1 EEEAIR R AR AT RS, 72 TAER IR R LB AL dr 4 JF
A RERS ARG R IAE N N i & B b ok as EACHL. AR bl | B8, B —Fe
EAHENCE T ALHL ENQ B2 J5, JRIBl—AS NACK, 28 AR IEE AT A4, kA
AR

2. 4.3 81z 77 o pil
a) AN, EREE

5

g | R

Tzl ACK ] )3 iy 4>

b) AR, SRR

5

bl [
FRIAL

NACK

o) A, KAFEaG4, 7 ER[E Busy £

L | A
Tzl

Busy Busy ACK M) J8 i 24




d) i, IEHIEE

bl ENQ 4 ACK ACK
Tz ACK ACK || ENQ M 37 17y 4> £ T
EABARAIFAEE, PRI &TXA.
JLEIE S NACK, Busy SRR, FALHLEAR
e) AR, AHLER RMRL AARER e
bl ENQ i A Busy | or | NACK | or
Tz ACK ACK || ENQ A APAT
£) WA, AT a4
Lppl ENQ i) ENQ A
AL ACK ACK || ENQ ACK ACK || ENQ
APATIHAT A
g) A, EAHUFAIATHI S
bl ENQ iR @) i A,
Tz ACK ACK || ENQ ACK M J87 iy 20,
APATIHA S
h) AN H TR
AL mat ACK ACK
AL ACK ) 87 iy 2, PITH EMS ENQ M) I8 iy 2,
HENH ERE
i) ATEEFAE, AL R
AL Busy
NAOIAL JEUENUN o N
PATEE®S | ENQ BATHEEMS | ENQ AN 3% M) [ iy 2




3 ERERG, EAAUTIR AT a4

PN
AL i %t
AL WFEEMS | ENQ ACK
K AEE SRR, IE
Frrl LENQ i
T bl
Busy NACK

DB A ER

NACK

EAHL

T yraees | Eng LLEES SN




3. kLS

3.1 BHURES
4 0x04

BB 1R I HAIRAS A, Dy LR [ B H AR S

Has Other Status

1 Byte

RBP4 0 EFRRPIAR, 4 717 Loader FRAS, 4 75l HIH, w48 B HAh
REHE.

Main Version Loader Version Manufacture time | Other Status

4 Bytes 4 Bytes 4 Bytes Variable

TEARRYLA, HAWRES Other Status AR AN AT

Modulator mode | SAM channel SAM data rate

2 Bytes 1 Byte 8 Bytes

Modulator mode & 72 24 B iR HLES B G 7 R, fRARAL (LSB) 41 2R 5 0, Row
i 1S014443-A A, 42ROy 1, WIAEA] 1S014443-B WM. RAGAL (LSB+1) Kom
AT Mifare RAEA LI WS 0, FRMEA Philips & CHbREE 4,
WM 1, R Bl g1oR. S HERNN 0x00, BIEEH] Typed BRI, e 9]
e

SAM channel 4§ I 24 BT 3 ¥ SAMJEBIE, 76 SAMRY AR b —FE AT LU 8 4 SAM
-+, Xﬁﬁd%Lfﬁ: 0 FJHE 7. SAM data rate FBIU/& SAM R 4ATAIE G IER, 8/
FATG IR R 8 AMEIE. AR E E S 3. 13 7.

3.2 GHEHR
fird: 0x1A
WUEALS ), Za S H TR E, SRS
W IEE: 1 FHEMAME, 0x00 RoREMPFERERF, 0x01 K/REALF] Loader

Reset Location

1 Byte

REEAEB: 1T EMAR,  0xAA KRB ALK

Reset Result

1 Byte




3.3 BEANF
s 0x33
FEEAR S NN AR (A B BARNEGHE BiESEE 4 2. NEb 0 FiA 4
FANSE, BRI RPN 0. FEs AR IR Rin, f#HZa2ik a2k
Weas . REUS N 4 =353 KR g =0

PSR B 4 F ARk, 4 .
Mapping Address Data

4 Bytes 4 Bytes

RIEEAEB: 1P SERIELSE R, 0xAA TR G AT HAREMER RS AR

Write Result

1 Byte

3.4 iLELNAE

4 0x34

ML PR A7 RS A2 B B SR, BRI E RIS 255 4 &, AFhb
N 4 TR, BIIE AR PIAI 64008 0. ALl Atk R E R, HZmLa
AEPSIVELE 3

B B A4 T A kg
Mapping Address

4 Bytes

RIEIEAEB: 1RSSR, OxAA FORERHURD), 4 7 i8dE. AR EERR
BRI

Read Result Data

1 Byte 4 Bytes

3.5 ZEWFE N MIFARE &1 F

HidEASRE R R S — AN B SR A B . BB NS AN B2 0x00 BBtk (A
PIRLANEE Y 0x03.  HER B S VG A A REGE R BB AR Mifare R, S RHLKAE
0.25 MW AKEEINT R, HiZB EA AR BCA R F, SRaRRE TRl



HORA. SPUEIERTEEM 1 2 8, FHUEIE ) E XK S0 MR LTI i, Xt
T SAM8 BERAL, BHAEIE R A 14, K Channels 24 0x01; X3 SAM82 2R ML ZE —
/NifJE, Channel=0x02.

VER: ASEREON 3.6 2 3. 10 T HER K Mifare RERME BB REIRAEARAE Mifare £, H
Bk fYE Y 0x00 22 OxFF.  FHRE AT 32 AN IX (Sector) A 4 4> Block, 2 33 & 40
XA 16 /> Block. fifm, ik S H0N 0xTE, "EFRRNEIX 31 M5 3 ANk, Hutihlk5
M OxFF, MIZRIRESIX 39 (55 16 /N, B LAY AK R85 — N X B e — 4> Block.

BWCEHEB: | I AUEE, 1 Puhhl, 2 FEAER, 16 FIEALEE.

Channels Block Address Key Data

1 Byte 1 Byte 2 Bytes 16 Bytes

PR 1 S REL R

Write Result

1 Byte
BRAES i i A
0x00 EAEIEH
0x01 EEHX Block H4
0x02 BN Block 4
0x03 WIEZH A
0x04 FINIE
0x05 by S
0x06 43 Block $uhik:
0x07 FRHE

2 TG BRSNS 0, Fam XA X ) 2 B LE Y A ML X6 B2 Mi fare 254
X . 0x0000 R/ HZE A, 0x0001 FonfEH %A B, HmbMwE N1, N5 9 ik
TN BEEAE BEROM H ity dbdik. RIS, vk A7 (MSB-1) A 0 FoRB548 A, A 1 Fon%54] B.

Bi4n, 0xC110 FR7R%EH7E LA 0x0110 Huhik (&L 46 F R il E F 19 EEROM H,  —3 6 N2
WHPIRAN B B.
0x0001 FE7= B HH7E N AF WL Mi Fare B8 X rp, NEEH] B, 7R Z A& 2,
M P FEEHAT AN T4, BAHIEA 000011050 5% 0x00021050, 4
W EHAENEHKX.



3.6 HERSIZHL MIFARE 2R %R

%
=

>

=
o
B
=
P
=
=
<
=
=
Y
R
=
>
&
o
(e)

>

&

Nl
-

G
Rz
m
it
=
=
s
at
I
2L
AT
i
iy

RAAGE Mifare &, BERHUKAE 0. 25 BN AREEZAR T, X BUN RIS R VR
R, BRI E SRR, PG R 2% 3.5 1.

PSR B | R, 1 UL, 2 FEE R

Channels Block Address Key

1 Byte 1 Byte 2 Bytes

R 1 RAESS R, 275 3.5 97, ZR b EBURIIR, 16 FArEHE AR .
AR IES RART)),  Hdm B

Read Result Data
1 Byte 16 Bytes

3.7 SLEIE N MIFARE &%k

4 0x05

2 2R 16 AT HIERE S A Mifare R0 B — Nl Block) b, B AKI R
MR RE R A S — AN B SR 2 B RIS N B HEAS B8 0x00 SiBtthlk (1
PIRLANRED 0x03. MRS VG A BCE REGE R A RBAE Mifare &, 3R 80K 2%
IR B A AR

PSR B 1 e, 1 b, 2 FEAER, 16 TS AR

Channels Block Address Key Data

1 Byte 1 Byte 2 Bytes 16 Bytes

REEHER: 1 SIRIELSR, £ 3.5 7.

Write Result

1 Byte

3.8 7 BIEH MIFARE R %1



Zam A M Mifare RF0R 1 — AR (Block) HiszH 16 =5 AR, e #odi e
HohbANRE IS, BDHhE R PO ANREDY 0x03. MR EVEH A RA REGE R A
RAAGE Wi fare &, BERERLRNIR B — MR, #PEEES% 3.5 7.

PSR B | AR, 1 UL, 2 FIEE R

Channels Block Address Key

1 Byte 1 Byte 2 Bytes

R 1 RAESS R, 275 3.5 97, R b EBURIIN, 16 FHi R AR .
GRS RAN T, Bl Bk

Read Result Data

1 Byte 16 Bytes

3.9 OSLEIE N MIPARE Rk, L& H X AR
fir s 0x11
Pdr A4 16 55 KRS A Mi Pare B FU-R ) — AR (Block) 1, 5 A KGR He
HIHE A BB ST A EOR S, BT LU 304 5. BSOSO L A RS 0x00, {1
Bt 0K BT LA 0x03. 1S Y0 FEL Y 3R B P A M Fare &, 2
B ST AR [ A H R,

PSR B 1 A, 1 i, 2 FEAER, 16 7S AR

Channels Block Address Key Data

1 Byte 1 Byte 2 Bytes 16 Bytes

REEEEE: | P ERESR, 5% 3.5 1.

Write Result

1 Byte

3. 10 7 BIHEHEL MIFARE R A, o254 X AR 4P
s 0x12
a2 M Mifare 251K 1 — N3RS Block) FiEEL 16 F345 e, B EdE e
Huhb ey DU E AR, BB hE RO AR A7 7] DA 003, ISR 55 F N A REE KA
RAUAIE Mifare R, SR 28K 57 BR [A] — AN AR IR .



PR B 1w EE, | b, 2 FREHER.
Channels Block Address Key
1 Byte 1 Byte 2 Bytes

R 1 RAESE R, 275 3.5 97, R b EBURIIN, 16 FHi R AR .
USRI RAT, Bl BUERK

Read Result Data

1 Byte 16 Bytes

3.11 5 A DATAFLASH

i 0x07
F P a4, 5% AL X DataFlash 58J& EEROM #E4T B ANER1E.  #R1ESSTN
0x00 I, Zar 2 KEE 5 N\ DataFlash. 43/E3EA 0 0x01 B, 1% & B 5 A

DataFlash, HMhEAIEEE 7R bk SN S N AT 4 79 5%

BERIAES | @R | HhEG N

SAMS2 i 0x00000000-0x00001000 | EEROM 4K
SAM83-A i 0x00000000-0x00001000 | EEROM 4K
SAM83-B = 0x00000000-0x00001C00 | DataFlash 3K

BB B 1 AT B, 4 AR, 4 TR, BRESEAN 0x00 B, B
DataFlash, & 0x01 B, #EFRE#EAS DataFlash HIEdE

Operation Data Address Data

1Byte 4 Bytes 4 Bytes

R EHEEE: 1RSSR, WEREE Ry 0x00, NIH A Flash ).

Operation Result

1 Byte

3. 12 3zHX DATAFLASH

4 0x08

Pt A T2 DataFlash 38R,
BB B 4 A EdEbE, 2% 3. 11 5.

Data Address

4 Bytes




R 1R ESE R, WUREE Ry 0x00, WL Flash sedl, #ERBAR. &
EACTTHE S/ 8

Operation Result Data

1 Byte 4 Bytes

3.13 SAM E&E {7
rd: 0x21
AT A E AT SAMERE T 1 SAME, SRR ATR. FFHUT PTS, ¥ Bl (S e fL s R,
RS IZEEUG, WREAL T, F AT DGR Py A7 M SRE SAM I [a] 6 s
FE. iz a4 pish, H/ A LR &I% APDU fir 45 SAM K785,

BBR B 1 7AliE s, JERE 0 B 7 XN SAM FH R 8 A SAM FAE, 1 7y
LB IR R A AE ATR I FH T RE 3. 42 /8 1S07816 P, XS 9600.
R2 B R B A ) — 28 SAM R, G &3 SAM, 7EEALIT RISy 38400 JRF2E. H P&
TR AR F R A B IZSEL 1710 PTS PR AR 102+ U7 PTS fr 4, TREE S
B RNSE. 2SR 0x00, NIAHAT PTS.

Channel Reset Baudrate | PTS Baudrate
1 Byte 1 Byte 1 Byte

RV 1 IEIE S, 1 AR eSS R, WS R0y 0x00, JU#AERT), H ATR
AR, JEHA 1797 ATR BEE K EEAE AR [, — A8 0 2 AR [ 0x3b
9d 18 00 01 13 03 07 fa ed 57 13 €6 d8 89 da 16. & SAM FAL4 N IE %Y, TA1=0x18,
TD1=0x00 - HA 13 AN s 5715,

Channel Operation Result ATR Length ATR Data

1 Byte 1 Byte 1 Byte ATR Length Bytes
WS SAM RSB %

0x01 9600

0x02 19200

0x03 38400

0x04 56000

0x05 115200




3.14 SAM kK i% APDU #y %

s 0x22

A1) SAM R RI% APDU v 4>, HFHeZ-RIVIR[EIEE. SAM R APDU #ir 4 Hi 1S07816
WRAEE S, IR W T AL (T=0) . SAM Rar A2 X Ky 512 F75, X
R R T DRI APDU i 24K FE BYGR (5] APDU Wi B A B2y 489 <7715

PSR B 1 FIEIE S, 4 T APDU K, € ST APDU 4 ) K6 K. AT AR
K% APDU £ 4>, #3CH 1S07816 Bl sE X.

Channel APDU Length APDU Command

1 Byte 4 Bytes Variable

REIEIEE: 1 FEE S, | FERES R, RS RN 0x00, WEAEKRIL. 4 775
APDU Wiy A B, 52 XS T APDU Wi 3 Y RGE K. AR KB APDU i iy

Channel Operation Result | APDU Response Length | APDU Response

1 Byte 1 Byte 4 Bytes Variable

3.15 W E HIE

i 0x27
A A BB SR O A R SRR, T DLE R M AT R AL R 15014443 FRUEE XL
Type A i Type B.

PRCEE B 1 RHEIE, SERM 1 RIS, BB I E L iE SN N R LT
1A G, AN (LSB) SR A 0, R 1S014443-A KAWL, a1, M
i 1S014443-B M. WKARAL (LSB+1) Fom 2411 Mi fare {4 FH (1% 4 25 4H 4E.
WM 0, FoRMiH Philips & XA AER I, o 1, FRoRMiH Rt 4.
B, AR FRAT] T L 3T FMLIRFOSSH B AR, 75 B8 i i,
F R B R B 0x02, A REREAT IR I = H YU, @R %25 2T MF1S50
R, AR IR E Y 0x00. 2 T E shoe Wit (e, 2% 3. 40 .

Channel Modulator Mode AutoSleep Time

1 Byte 1 Byte 2 Bytes

REHERE: LA INEIE, 1 ERAEAR,  WIRETADN 0x00, TR

Channel Operation Result

1 Byte 1 Byte




Lo HYEHERPUEE L BE RAE, WREFR, WhiZaLiREE, FHPd
IR R B SAK A UTD 545 2R I TH AR, 1% 24T H 1S014443-3 € LI
FRMGESAAEE. LR .

ISOVEC 144433

5 START |
E | Send REQA I

r;%arl

bit frame anticollision

Check ATOA

Y

Select |
cascade level 1

Perform bit frame :
anticollison locp |

Increase ‘
cascade level
|

ILID not complete

e Check SAK

UID complete,
PICC c:urr pliant to
ISOVIEC 144434

WRFRURERT 1, ﬁmvhmﬁﬁﬁﬁﬁﬁﬁ#% W%&ﬁ%ﬁ WIPNEb g
ERF N kSR WERT AR, Zar MBS PIE, BE SRR RECORT 0. N
RIRRERT 1, =¥t g B G, & BAZHLUAE ENQ 28 6,
R EAIHLIRE] ACK, PR BEAN Btk ik &y ANl 1555 2. 4.2 7.

YRRl TR T Al AR A S P Sk B R, (RS T m] AR WU, F--RIRBR 400 1.

B B | A, JEEI 138, BHIEIE N E UESER N R, 4
TR, @%ﬁmXTF S FREATIRE, WA 0, WIFE—RF RS REHA T
ks, WA OxPFFFFERE, LR G, 2 745 R MBRE R, [HIBESE00 A8 0. 01
T, BN 0x0032 FKREERG 0. 5 APEAT —IRFR. HIEF 280ms MIF-RHEIN, FERTLF]RE,
KRB AT 2 ARG R LM 0.8 B, 1 5 R,  BAKA7 (LSB) Wil 0 Ron2 B ERT
AR EAIHURSS, RS R W 1 ERIR RTES RN ) B LRSS .  IRA&AE
(LSB+1) Fon 2 PR ZEH AL &, WA 0, WIARPHZE, Hihdrd (B 755 RE4E) 75mr L
IEEHAT. 1 FWHIPER, WRA L WIAT WUPA(0x52) fir4, 75 AT REQA (0x26) .

Channel Request Times | Request Interval | Request Mode Request All

1 Byte 4 Bytes 2 Bytes 1 Byte 1 Byte




WPV 1 T SAOEIE, 4 7 O T R, 1RSSR, WA R 0x00,
MR, JEEETIE R ATQA - Frma B2 REQA B WUPA fiv 43R [F1 (¥ 2 5715 %,
SAK Ay Fri piig Ry AR |1 1 358048, UID AR A WEE ID 5. X=ASH0e
MAEZ% 15014443 brdE. 1 7 RAOIRES, HEmALNEHN 1 LR Rk
150144434 brifE, K2 4 f73K7 UID FIKLE, AT LA 0x04, 0x07 5% 0x0A.

Channel | Elapsed Request Times | Operation Result | ATQA SAK TagStatus

UID

1 Byte | 4 Bytes 1 Byte 2 Bytes | 1 Byte | 1 Byte

10 Bytes

gt

3. 17 CPU -RH]UE4k
4 0x29

ZAr AT CPU R IHIMAA, F AT H 150144434 itk X1 RATS 11 PPS AN fiy
A fE CPU EW¥IMatk 5, P mtal L@ APDU #4555 K3k TiEE. HmAR .

+

Send RATS

Receive ATS

PPS
supported?

yes

Parameter yes
change?

‘ Send PPSF Request ‘

l

‘ Receive PPS Response|
|

BRCEE B 1 RHEIE, SERM 1 RIS, BB I E L iE SN N R LT
178 CPU R ¥ e, HoR 2 fi7 (LSB, LSB+1) DRI, BIM FMI715 24 A bit
fEaE %, 45 2-3 £i7 (LSB+2, LSB+3) Jy DST, B AR F 5 FM1715 I bit fB%mE . i
fH9 00, AN 1; 01 AN 2; 10 HAE AN 4, 11 HEN 8. 43 HIX N 106Kbps,
212Kbps, 424Kbps A1 848Kbps (L4 . fem iRy 1, WAHAT PPS. #iltr1, 0x05
FORME EAT TN AT AR SR A2 5y 212KBps.  0x80 /s AEAT PPS.

HE: ZSHUUE I R IE R, CPU RTE ATS i TA (D) T35 878 1 2480 RS2
A, R R R SCRE A B Sk PR T A, Bl R SRS EATAN R AT
4R 2 8 212KBps, 1B Fr R 3 #F 106KBps, iR HL 4% 106KBps 1E 4 PPS fir
LZH.

Channel Expected CPUTag Data Rate

1 Byte 1 Byte




REIEHE B 1 S 0EIE, | R RS R, R IRy 0x00, MIMIEGLRT), J&
SEATERL 1 AT YA EEEE R, 64 FAT ATS, R AR RATS IR B 5HE, Hsehr
KRS E L, B ATS BURESH, 1627 150144434 bdE, 55 5. 2 7.

Channel | Operation Result | Current CPUTag Data Rate ATS

1 Byte 1 Byte 1 Byte 64 Bytes

3. 18 CPU |k &i% APDU iy %

#ir 4 0x2A

TESER CPU R IG, 7 AT ABRAT i 2 ) CPU R &3& APDU fir & 314552 APDU fir
A 2. AL I 1S014443-4 Hhog U T AL 4Bl (T=1) . CPU -R1¥) APDU
AU 1S07816 bRtk X, WM 1 L2 X K 512 7741, X EME H
J R A AR IS ) APDU i 44 B2 ik [5] APDU M K JiE g 489 7715

B B 1 TIEIE S, 4 7T APDU KJE, € XUn T APDU fix 4 I RGE K. ml AR
K APDU 74>, #3UH 1S07816 #ihilsE X.

Channel APDU Length APDU Command

1 Byte 4 Bytes Variable

REEHEB: 1 FINEIES, P ERIELR, WERERDY 0x00, WHRIERI). 4 745
APDU Wi N RE,  5E U T APDU Wi LR AR AC L. W] A8 APDU Hif .

Channel Operation Result | APDU Response Length | APDU Response

1 Byte 1 Byte 4 Bytes Variable

3. 19 MIFARE K5 At

4 0x2B

i & Mifare R4 ~E5AN— MRS, FEER=ZEIMEME RaL. 5ANERE
Bt HEANBE AR A BEE — N AR SN B, B X S 0x00 B, 5 NStk
ANBEN 0x00 B, 0x03. 455 X HihE7E 0x01 % Ox1F yEH NI, 5 ANHHbhEAREE A 0x03.
B X HBHETE 0x20 22 0x27 B, 5 NHHEAEEA 0xOF.  SFHAILEIE 1M 1 )8, 4
BB TE & OEZ BRI RV Zdr & e E— N EaRE R X, 3 XAH
[ AN FH PR OCEAT = FVGIE, W R B XN, )55 S ER AT = S,

BCEE B 12 EE S, 1 Xk, Y5 M 0x00 % 0x37, SZErH K 16Kbytes
EEROM. 1 5 Hetthhl, JEE M 0x00 2 0x15. 2 F4i 5 (X %40, 16 FV HE5E A\ KEHE.




Channel Sector Address Block Address Key Data

1 Byte 1 Byte 1 Byte 2 Bytes 16 Bytes
AR 1 FAEES, | FERES R, RGN 0x00, WHERAER), HoaE X
WZH 3.5, 1 FHHRERE, WRBELSEAR 0x00, MEHREEEH, EXT
RS TR AL

Channel Write Result Error Info

1 Byte 1 Byte 1 Byte

2 TG BB RN 0, R X B LT P A7 IR G X6 87 ) Mi fare Z54H
X 1. 0x0000 R/ HZEA A, 0x0001 Ronf %A B. B w® N1, WiE 9 ik
TN HAE EEROM A [t ik, RIS, YA (MSB-1) R 0 o548 A, N 1 FoR%5 B.

filtn, 0xC110 R~ EA LA 0x01 10 ik iy &2 46 (1) A )85 F (1) EEROM H,  — 3% 6 /571,
PR ANE B.
0x0001 7R B EATE N A7 WL 1) Mi fare ZEH X, SNEEEA B, 7RI Z A & 2 11,
P REPITEANNGE TS, S AHEEA 0x00011050 5% 0x00021050,
W EHE NEHKX.

3. 20 MIFARE iz HU b

fird: 0x2C

Zin 4 MMifare R4~ FEIC— AR, FEER = EUERE-R 4. S
PEHb b ANGE AR AL, B2 X HBETE 0x00 22 Ox1F i [l I, SeE st
ANBER 0x03. 245 X HihE7E 0x20 & 0x27 i, SREUE AR GE A OxOF. S i i
FELAN 1 3 8, SARIE K€ SES 0 M RILTFIE. Z%dr & i E— M HURER X,
5 AR 5] DUUAS FH PR3 AT = B, WS XN ), ) 75 22 R kA7 = H A EE.

FRWEIE B 1 FHEIES, 17X AL, JEREIM 0x00 2 0x37, ZHFH K 16Kbytes
EEROM. 1 F5dbhl, JaEM 0x00 & 0x15. 2 775 X 25 4H.

Channel Sector Address Block Address Key

1 Byte 1 Byte 1 Byte 2 Bytes
REEIEE: 1 FAEES, | ERES R, R E N 0x00, WHERAERD), HoE X
WZ% 3.5, 1 FHHREL, WREBESEAN 000, MEREEEH, EXT
AR 16 15 S B .

Channel Read Result Error Info Data

1 Byte 1 Byte 1 Byte 16 Bytes




2 FAT G BB EAL A RN 0, TR X B EALE P A7 RGBS ) Mi fare Z54H
X 1. 0x0000 R/ HZEA A, 0x0001 Ronf %A B. BN 1, WiE 9 ik
TN LE EEROM th gtk IS, Vs (MSB-1) N 0 Ron B4 A, N 1 /R34 B.

i, 0xC110 T4 L 0x0110 Huhk ARG 6 AN, NE4 B
0x0001 FR7~HHLE N AF ML) Mifare ZE X, NZH B, £ Z w420,
P HEPITENNGLMS, T EHES NEHAKX.

3.21 MIFARE K5 A X
fir 4 0x2D
Zm A Mifare RYIREAN—MX, FEFTER-HIMENS R4, 5A0EER
HHEASGE AR A I SE — N RN S AL, B 24 b X kA 0x00 B, B N FEstbb A
AEA0HE 0x00 BZ 0x03. 245 X Huhik7F 0x01 & Ox1F VS I, B AHHbhEAfE L4 0x03.
53 X HHEE 0x20 & 0x27 I, B ANBRHBhE AR BEL I 0xOF. SHAHEIE MTEHM 1 3 8,
SFEATUBRIE 1) 58 S 526 6 LR AT

PR B 1 iliE S, 1 Xk, JEHEIA 0x00 £ 0x37, SZHFf K 16Kbytes
EEROM. 1 - ygindedtihl, YuFEM 0x00 % 0x15. 2 F X &Y. 1 FHEASEE
N, N G 1 3 16, &G AT RKER TR ES ANNEYE, HARKEFRER 16 1 N 4.

PR BT AR K Eid 5N N AN BRI B4k 64 5 8l 5 R MF1S70
X 32, 82, 3,4, 5 51, BN Sector Address=0x20, Start Block Address=0x02, N=4.

Channel | Sector Address | Start Block Address | Key N Data

1 Byte 1 Byte 1 Byte 2 Bytes | 1 Byte 16 Bytes*N
REHHRE: 1 FlE S, | PERES R, WREE Ry 0x00, WERAMERD). HHEAK
ENESH 3.5, 1 FHHRER, WREELS R AN 0x00, MEREEASK, &
T SR

Channel Write Result Error Info

1 Byte 1 Byte 1 Byte

2 TG BB AL RN 0, RN X 2 EATE N A7 ES 6B ) Mi fare 25 4A
X H1. 0x0000 R FHZEA A, 0x0001 FRonfli %40 B. emfrindion 1, NG 9 iR
TREEEAZE EEROM A k. R, A7 (MSB-1) 4 0 BoREF5A A, N 1 Fona 4] B.

Bltn, 0xC110 FTorZFEH LA 0x0110 Huhk RIS 6 AN, N4 B
0x0001 F7RBEAHLE N AEWLSH ) Mi fare X, N4 B. IR Z a4 200,
H P REPITEANNAmS, B EHSNEHKX.



3. 22 MIFARE i B [X

s 0x2E

Zan A MMifare KA —MEIX, FETR-FEMEAERGS. S0 EEE
Bt bR F R A IS . B2 ks X HhhEZE 0x00 28 Ox1F YaFE Py, S2E ek
AR 0x03. 245 Eﬂﬁhﬂ“ 0x20 & 0x27 i, FRHHRbhE AN AE RS OxOF. S 4HIE
MG 1 28, SHAUEIE I E SES 0 N RALFT.

PRBE B 1 FATIEIE S, 1R XKL, YEREIM 0x00 &2 0x37, SCHFFECK 16Kbytes
EEROM. 1 FHidgshbdthl, JERM 0x00 & 0x15. 2 FHBEXZEH. | 75 ANREE
N, NG AN 13 15, 2 24 A HReb ik A 46 20N AN S s, 461 75 22 s i MF1S70
(I X 32, B 2, 3, 4, 5 Bl 64 A EWE, BN Sector Address=0x20, Start Block
Address=0x02, N=4.

Channel | Sector Address | Start Block Address | Key N

1 Byte 1 Byte 1 Byte 2 Bytes | 1 Byte

REIEIEE: | FANEIES, | FERES R, W RN 0x00, NHEAERTE, He X
WBS% 2.5, 1 FHHREE, WREBELSRA N 0x00, NEREEARK, ©XT
RS TR AL AR R s O s, B KN 16 1IN £5.

+
=

Channel Read Result Error Info Data
1 Byte 1 Byte 1 Byte 16 Bytes*N

2 TG BRSNS 0, Fam XA X ) 2 B LE Y A ML X6 B2 Mi fare 254
X . 0x0000 F/nfHZE A, 0x0001 FonfEH %A B, HmfwE N1, N5 9 ik
TN BEEAE BEROM H ity dbdik. BRI, vk A7 (MSB-1) A 0 FoR %54 A, A 1 Fon%54] B.

B, 0xC110 R4 L 0x0110 HuhkAIRIE 6 AN, N4 B
0x0001 7R B5AHIE N FEMLSHE) Mifare 54X b, N254H B. fEIR I Z a4 21,
H P REPITEANNAmS, B EHSNEHKX.

3.23 MRHR 1S014443 &<

e 0x2F
AR R B Hal tRA, R M 51K Mifare &, )”Miﬁﬁ HALT 4. oS 240
R4 CPU %, WU ] DESELECT 74>, %2143 5% =4 BTl 18 1) S A5 5

e

BWHRB: 1 EE S, 1Y RAR

Channel | Tag Type

1 Byte 1 Byte




REEHER: | P HIEES, | ERIELR, WERERDY 0x00, NHRAERT).

Channel Halt Result

1 Byte 1 Byte

R %1t

0x00 54 15014443 TypeA, Mifare F
0x01 P4 15014443 Typed, CPU &
0x02 P4y 15014443 TypeB

3.24 5 N 7 EEROM
fird: 0x41

12 A K I R B B S NS i) EEROM A, EEROM (1) hdik 3 Bl AL 0x0000 £
OxOL1FF. IRZEAFATN 0, W E 5 NEHE. RS0 7700 1, WS N B A B 6
N6 7. RHLIX 6 TV R Cryptol MM HIFE N, BN, sk
FRE54H 0xA0 A1 A2 A3 A4 A5 ¥g<xii% 0x5A FO 5A E1 5A D2 5A C3 5A B4 5A A5.

KA A EEROM BT A IS 30, 15575 MFRC500 HdfE M1 6. 1 51 6. 4 5.

BRI EIE s, 2 FHEAMAL, | FH ST, | N EURE R, BUE
KERYEREITE 1 2] 16 775, n] AR K5 N\ EEROM (4.

Channel | Address Key Data Length | Data

1 Byte | 2 Bytes 1 Byte 1 Byte Variable

REEHEB: 1P IRE S, | ERIEAR, WEREARDY 0x00, AR ).

Channel Operation Result

1 Byte 1 Byte

3. 25 GEHCA SN F EEROM
&4 0x42
1A A B B s MR 1S Fr B EEROM FREER HE >R,  EEROM HHb1EYE FEl AL 0x0000 %1
0x007F.

BUWHEB: 1y NEE S, 1y EIRRE, SRR 1 216 7.

Channel | Address Data Length

1 Byte | 2 Bytes 1 Byte




REEHER: | P HIEES, | ERIELR, WERERDY 0x00, NHRAERT).

Channel Operation Result Data
1 Byte 1 Byte Variable
3. 26 MIFARE R UG A0 ER B
s 0x43

e Mifare R — AL —MEDR (Value Block), HEARSEHLTE R

Byteumber |0 [ 1 [2|a]a|s]e|7]e]a[10]11]12]1a]14]1s
Description value valus valug adr | adr | adr | adr

B NBHEPS A GE R B — AN BRSO . R XU 0x00 B, 5N
(b AN 0x00 8% 0x03. 245 X HihETE 0x01 £ OxIF YE Rl N B, 5 A\ HuhbhkANGE
9 0x03. Y X HBEAE 0x20 22 0x27 B, 5 AHHBEANGE S OxOF. S 450 & (1% 7 [ A
1 2] 8, SIAUEIE M E ES %% - RILF M.

BACHOE B 1 20 S, 1R X HE,  JEEE M 0x00 & 0x37, CHF &k 16Kbytes
EEROM. 1 45 Hebbhl, JEEIM 0x00 & 0x15. 2 F i X &4, 4 FHEFSEM 1 ¢
T Hk.

Channel | Sector Address Block Address Key Value Adr

1 Byte 1 Byte 1 Byte 2 Bytes | 4 Bytes | 1 Byte

REIEHRE: 1| FHEIES, | FERESR, RSN 0x00, MHE/ERD), Hie X
177

WBS% 2.5, 1 FHHREE, WREELSRA N 0x00, NEREEAR, ©XT
H B T AL

Channel Write Result Error Info

1 Byte 1 Byte 1 Byte

3. 27 MIFARE R4k fu

T Ox44

A M Mifare R HiB—/MEH (Value Block). EELRMERMIEARE S F
(s BRI X MRS 0x00 25 Ox1F Y Bl I, iSeBU bbb AN EE ly 0x03. 2455 X
HHETE 0x20 22 0x27 B, BRHCHHIEANGE Y OxOF. S AREE a1 2 8, S 4idE
TE I E AES 2 0] N R AT

BB IE B 1 F@iE S, 1 F Xl YEE M 0x00 3 0x37, ZHFH K 16Kbytes
EEROM. 1 Z5kthhl, JEREIM 0x00 £ 0x15. 2 77 X 4.

Channel Sector Address Block Address Key

1 Byte 1 Byte 1 Byte 2 Bytes




REEEE: 1 FAEES, | A EREER, mRER R 0x00, WHEERMERD). HEMA
ENIESE 3.5 7. 1 FHEREE, WHREELSREAN 0x00, WHIREEER, &
T AR IAL 4%13%??%@%[11 RER:LN: W

Channel Read Result Error Info Value Adr

1 Byte 1 Byte 1 Byte 4 Bytes 1 Byte

3. 28 MIFARE K&k 7818
A 0x45

A 1A Mifare RF)-FRIH—AMEBE (Value Block) $hAT1{H #4E (INCREMENT), K
BEMIS EIX AL 5 ARSI G 8RR I — N RS . By
B Xk 0x00 i, 5 N FIEHUIE AR EE Y 0x00 B 0x03. 24 5 X Hulk7F 0x01 % 0x1F
T AT, %Amﬂmm%%mw %ﬁ[ﬂﬁfmmﬁmﬁ7ﬁ HNYHHEARE

4 0xOF. S HIU@EIE (P ERIM 1 2 8, YA IE 1) % il 27 %) M-~ HLF M.
PBE B 1 ATIBIE S, 1A XL, YR 0x00 & 0x37, SCHFRCK 16Kbytes
WMMI?%ﬁﬂm,mlMomwﬁww.Z T X, 4 5T S R B

Channel Sector Address Block Address Key Value

1 Byte 1 Byte 1 Byte 2 Bytes 4 Bytes
REHARE: 1 FNEE S, | PR R, WERER N 0x00, MIEAERKLD). H B4
ENIESE 3.5 1. 1 FHERMEE, WHREBESREAN 0x00, WEHREEAR, &
X7 HESJRA.

Channel Operation Result Error Info

1 Byte 1 Byte 1 Byte

3. 29 MIFARE F &8 30K

A 0x46

A Mifare R MH—AMEHR (Value Block) PAT G #4F (DECREMENT),  F-44
IRAEERS XA, BN B AR R IR — MR R 3 . B
B Xk 0x00 B, 5 N FIEHUIE AR E Y 0x00 BK 0x03. 24 5 X HilE7E 0x01 % 0x1F
T I, %Aﬁﬂﬂﬁ%%mw %ﬁ[ﬂﬁfowm@mmﬁ,EA&ﬂmI%
N 0xOF.  SHAuaEiE s A 1 2 8, SHAEIE I E E S5 0 B iR LM

WIE S, 1R X bl JaE M 0x00 2 0x37, Xk 16Kbytes
JoFE A 0x00 2 0x15. 2 F5 B IX 5, 4 7279 7 BLE i 5.

BNCEEER: 17
EMMI?%ﬂﬂm,

Block Address Value

1 Byte

Channel
1 Byte

Sector Address Key

1 Byte 2 Bytes 4 Bytes




IR B R B 1
. 1

EXFSH% 3.
ST WA SR AL

5

Channel

Operation Result

Error Info

1 Byte

1 Byte

1 Byte

3. 30 MIFARE

4 0x47

R ERE

T, DT IERAESSR, WIREROY 0x00, UERAEMZh. HH A
THOIR(EE, WRBIESRATY 0x00, MEHHREEAR, &

%A% H 8% (RESTORE) Mifare RF-RAJH—MEPE (Value Block), FHHATH R
{E (TRANSFER) , ¥ 250 LS 2 b, 5 N IEERE S A GE R i3 — N4
PEPRIE P, BRI B X idik Dy 0x00 I, 5 AN B SRt hibANBE 9 0x00 B 0x03. 24 /3 [X
HEAE 0x01 %2 Ox1F JE NI, 5 ABbiEANEESy 0x03. 24k X Huhk7E 0x20 %2 0x27 I,
BHNYHHEANGE A 0xOF.  SHUHEIE VO E A 1 2] 8, AT IE 1) € X IEZH X Rk~

PLF 1.

PRSCBHE B 1 FATIEE S, 15 Xk, JEFE A 0x00 %2 0x37, X FFx K 16Kbytes
EEROM. 1 75 gy bbbk, JEEIM 0x00 & 0x15. 1 F b, JEEM 0x00 &
0x15. 2 FHHXEE. 132 B R HRN 2803 B L Z0E [R]— AN R X

Channel Sector Address | Restore Block Address | Tran Block Addr | Key

1 Byte 1 Byte 1 Byte 1 Byte 2 Bytes
REHHRE: 1 FlE S, | PERES R, WREE Ry 0x00, WERAMERD). HHEAK
ENESH 3.5 . 1 FHHRER, WREELS R AN 0x00, MEREEASK, &
T SR

Channel Operation Result | Error Info

1 Byte 1 Byte 1 Byte

3. 31 ULTRALIGHT KE Ak

4 0x48

ZAT R HA Ultralight REUFEA Page, IHUEERVLHEM 128, HHURIEKE LFE
S0 MR LT

PR B 1 FEIE S, 1 S vk, VSR 0x00 & 0x28, SRR OK 40 I
LIRS, WSRZbrE N 1, WA A Block0 HisEEL 4 27, FEiEAT = HIAIIE.
WRZERE RN 0, MARAT =FHINE. 2 FH=EIEEY, PR RS% 3.5 .




159 Ultralight R5ar<. WRZTHON 1, NES R a4 0xA2. WiRoA 0,
TAEF OxAO NS fr4. 4 7955 NEUE.

Channel Page Address Authen Key UltralightCmd | Data

1 Byte 1 Byte 1 Byte 2 Bytes 1 Byte 4 Bytes

VP IERARLR, WIS 0x00, JUHERAE R, R4

REIHEEE: 1 FEE S
WOUTFWEEHHRE R, WERERELIR AT 0x00, MEIREEAR, €

EXAESH 3.5

T AR IAL
Channel Write Result Error Info
1 Byte 1 Byte 1 Byte

Z A AT RS 512bits £, F—Fh A MFOICUL B, UID UK RN 777, %
FRILREA 15014443 brfEde sy, (E5EM0E RJG AT E ZEINERREY B, #1E
XFhRE, Authen=0, Key=0, UltralightCmd=1. % —F®-K& FM11RFO05M Y, =
AR E=EVERE, TS a2 0xA0. FRAEX AR, Authen=1,
UltralightCmd=0.Key Xf R[] 6 75 % EH U AR R EE 8 4> Block 1 4 &1 B
AN 0x00.

3. 32 ULTRALIGHT F 12 HY B

4 0x49
ZAr 2T Ultralight R0 4 4> Page, SHUIEIENVEEIA 1 218, SAGEIER E K
SN MR LT

PR B 1 FANEE S, 1 ik, JEEM 0x00 F 0x28, iRk 40 .
LR E, WRZAREN, WARHF B Block0 FRHEEEL 4 7741, Fit47 == IAIE.
WRZFRE RN 0, MARAT =FHINE. 2 FH=EIIEEY, ZHMKRS% 3.5 .

Channel Page Address Authen Key
1 Byte 1 Byte 1 Byte 2 Bytes

REEEEE: | FEES, 1 ERELAR, WRETRDN 0x00,  HRAE R, HoE X
W25 3,57, 1 PR ELE, WERBEL R A 0x00, WHFRGEREAR, EXT
AR 1 P U, 16 R UE,  SePr R BER T EUK E.

Channel Read Result Error Info Read Length Data

1 Byte 1 Byte 1 Byte 1 Byte 16 Bytes

A WA 512bits &, HF—FKNMFOICUL &Y, #HAEIXFh-KHF, Authen=0,
Key=0, BHUAIBHRKEE N 16 775, A —F A FMIIRFOOSM Y, -k F 7 E =5 \iF



BB, HREXFER, Authen=1, Key %fMNff) 6 IS LA0NF A4 8 4> Block
B 4 35 EFAS 0x00. 2B K o 4 7.

3. 33 MIFARE 5 NIk, %8 X R

4 0x4A

Zin & Mifare R EAN— MR, TEZR=FINENS R4, SAREE
Byt b ANBE R ISR — DB B Xk Dy 0x00 B, 5 N R BR I IEAS REA
0x00. HHFGEIE R EI 1 28, HHGHIE K E UESH XN RHLT &4 2
& BB AT = HE AL

B B 1 EIE S, 1 Xk, JEH A 0x00 22 0x37, SRR K 16Kbytes
EEROM. 1 T 5uttbik, YUFEIM 0x00 %2 0x15. 2 F7 5 X 4, 16 777 i B 5 N[44,

Channel Sector Address Block Address Key Data
1 Byte 1 Byte 1 Byte 2 Bytes 16 Bytes
REEIEE: 1 FAEES, | P ERESER, RGN 0x00, WEERY). HEA&

EXIHESH 3.5 7. 1 FHHHRIE R, WEREBREL R ATy 0x00, MEIRGEEAR, €
ST HAE R AL

Channel Write Result Error Info

1 Byte 1 Byte 1 Byte

2 TG BB EAL A RN 0, RN X 2 EATE N A7 BIE X6H 87 ) Mi fare 25 4A
X 1. 0x0000 Ko~ di 2450 A, 0x0001 Kol 20 B, a1, WG 9 A%k
TREAHAE EEROM Hh ik, IS, VA7 (MSB-1) SN 0 Fon 2540 A, N 1 F#oRa54H B.

filn, 0xC110 FRFEEIALL 0x0110 HUhEKIAREE T 6 4735, N B
0x0001 7~ 25 FHAE N A7 RS ) Mi Fare B5EHIX o, N84 B, 7E R A% dr & 2T,
WP RESITEANF L, Tk E 5 NEHIX.

3. 34 MIFARE R 3B B, o880 X R
4 0x4B
et 4 MM Fare B AL AN EERY, EESE RS EUGERE S,
SR RT DU S B0 S, SRR 1 B8, TR S B
R LM, %64 Mo BT = d A E

BCEE B 12 EE S, 1 Xk, Y5 M 0x00 % 0x37, SZErH K 16Kbytes
EEROM. 1 = 5Hedtihl, JEEIM 0x00 % 0x15. 2 775 X 254,



Channel Sector Address Block Address Key

1 Byte 1 Byte 1 Byte 2 Bytes

R : 1 FEE S, 1 eSS, IR RN 0x00, MIHAE R, He X
WHZ% 3.6, 1 FHHERELR, WEREBIELRAN 0x00, MEREEEN, ©XT
SRR 16 i B E .

hi]
=

Channel Read Result Error Info Data

1 Byte 1 Byte 1 Byte 16 Bytes

2 FAT G B EEAL A RN 0, R X B LT P A7 IR G X6 97 ) Mi fare Z54H
X 1. 0x0000 R/ HZEA A, 0x0001 FRonfE %A B. Hm w1, WiE 9 ik
TN HAE EEROM A [t ik, RIS, YA (MSB-1) R 0 o548 A, N 1 FoR%5 B.

B, 0xC110 T4 L 0x0110 Huhk ARG 6 AN, N4 B
0x0001 F7RBEAHIE N FEMLSH) Mifare 58X, W24 B. fEIR A Z a4 20,
H P REPITEANNAmS, B EHSNEHKX.

3. 35 TrHUAE 244
A 0x4C
%A AT E AL B 2R P AR 1) 16 F T2 44 A0 16 T ANBENLEL. B4 42 A] DU IEAS
PEROME—E, )RS NFEFIOR UID f ] S,

W 1SRN, Aoy 1, REEERE 16 T RN, RN
0, WAL E.

RandomAppend

1 Byte

R 16 A AR 2244 A0 16 1 Dy BEALEL

Hardware Signature | Random

16 Bytes 16 Bytes

3.36 BME O
4 0x1E
a4 T A Y HT 8 S8
BREERE: 1 B OFE, N 0x00, 1 FHSHEEM, SR LA 0x00 S
K, 0x01 FHRALAEL, 0x02 {5 1IEA7AN %L, 0x03 A RIS HY.



Seriallndex | SerialType
0x00 1 Byte

R 1RSSR, RGOy 0x00, WERAERD). | FHSHER. R
NPFFHRZHL, ES% 3. 37 .

Operation Result Parameter

Operation Result 1 Byte

3.37 WE P LZH
4 0x1F
ZAn AT B AL B S EL AR E LS, AEEE B O R R 115200,
SN1. FH W] LA A & B B — AN R 3 B S B AR AR el — A
IEMRER AL A R R EHHMT I TR, LU b FEEE B R R R
Ji& 115200, 75 M ELF T 2o R0
PRI 1 FH R OFES, N 0x00, 1 FHSHERA, ALY 0x00 JH4FE, 0x01
HARMIANEL 0x02 12 B AN S, 0x03 ZHEARIR B, 1 F S HEuE

Seriallndex | SerialType | SerialParameter

0x00 1 Byte 1 Byte

REEHEB: 1P ERAEAR, WEREERDY 0x00, MI3RAE R

Operation Result

1 Byte

PR RS S BRpR
0x00 115200 (BRi\)
0x02 9600

0x04 19200

0x05 38400

0x08 57600

0x09 115200
0x0B 230400
0x0D 460800
iz EIE T AL N e

0x06 6




0x07 7

0x08 8

AR T A R AL

0x01 1

0x02 1.5

0x03 2

RIS S FHEAR U6 2T

0x00 LA

0x01 SR

0x02 (YA
3.38 EANNHFTE

&4 0x36

et 5 N AL BLAS AR R B BAA AU E RIS 255 4 B IERBA K
A7 WU 250 Bt 250 4 73 5%, KB A REE ) iZan &, A LE A7k
R B, iz & =R B RIG AR

PSR B 4 F A sk, 1 S .
Data

Mapping Address

4 Bytes 1 Byte

REEHEB: 1P SIRIELR, OxAA FoR G AT HAhiR EMER R T A RIK.

Write Result

1 Byte

3.39 EEL AT

4 0x37

MAEBRLE AAFBRAS AOZEA L B U, RAAN A E BIE 259 4 2. IEEIAL
PN AF T K BB 250 4 75055, X AN R AT % dn &, AT L8N bk
G, M %R IEIRG SR

FWCHIR B 4 T A L

Mapping Address

4 Bytes




REEAEB: 1 EHRIELE R, OxAA FoRIRHURDS, 4 7 8dE. HARREERR

BRI
Read Result Data
1 Byte 1 Byte
3.40 %A 44
4 0x09
IR DA B b P 28 A 1 T8 1) S AR S

It 2% AutoSleepTime

UIpoi)id

HoE, ZHMRAN 0. 18, ERIAAN 50 (0x0032),
9%ﬁ&§ﬁﬂ&ﬁmvTUV&ﬁA%ﬁ %z

BSOS B 1 T A E.

Channels

1 Bytes

SRR R BL I TR, RS A LA
T, ST RN AN, & AR .

BOKT 0xFFFO, 2% F [ 5hoc

REEEEE: 1R HIRIESTR, 0x00 FoniiE )

Operation Result

1 Byte

SIS 5 BT SRR AR T -
® A FARIR A fir & S WS A

S RNCSY) TR (ezh) R 5F PRI+
—— | |
® I IR IR AL At 4 SR i A
TR () R 5F ENGEIE
| |
® R
TR () R

5%

A2

5 B2 Ja




® ERH A Mifare REHNHTRara (3.5 1WA 3. 10 1)

JERF B N Mifare &




1.

KRB 55 N A7 ISR

AHA T ACBEAS I A AR, X DREA BT RALEEATIRAERAE. R T Bl N

AR, ERRAESPIORGIL A A ey, AR B RRIRE LS.

HF @38, Hihk 0x00020000 F] 0x00022000 [HIHERA/ETCRL.

T SAMS 2 RALRE —4

e g ik K ERIR | #Hk BT | 4y
0x00010000 | 64 75 RW SSPROEIE 1 6T B S A A, M 0x00 F 0x3F Vv
0x00011000 | 1 5 RO SPEIE 1 — MRS A SAK fA. Vv v
0x00011002 | 10 =45 RO SPEIE 1 — MRS AR UID fA. Vv
0x0001100E | 2 715 RO SPAUEIE 1 b — MRS I ATQA fA. J
0x00011010 | 64 FF RO SPGEIE 1 — MR ) ATS fA. J J
0x00011050 | 6 =5 Wo SHFEIE 1 #) Mifare REHIX. J
0x00011060 | 1 F-75 RW SPSTOEIE 1 (1) REI dr 4 v AHORL v
0x00011061 | 1 ¥ RW SPATETE 1 AR i A LB IR I (7] N
0x00012000 | 512 %5 | RW SR TE 1 ) EEROM [X J
0x00020000 | 64 FF RW SPARUEIE 2 0] B SIS A AE A, M 0x00 2] 0x3F J
0x00021000 | 1 5 RO SIAUEIE 2 b — AN RAES ) SAK MH. v J
0x00021002 | 10 F7F RO SPAUEIE 2 b — AN RAES ) UID 1A, v
0x0002100E | 2 #715 RO SIAUEIE 2 b — MR I ATQA fA. J
0x00021010 | 64 FF RO SIAUEIE 2 b — AN RAES ) ATS 8. v v
0x00021050 | 6 75 Wo SHEIE 2 () Mifare REHX. v
0x00021060 | 1 =75 RW S ATUEIE 2 (1) E R A A VE H ORI v
0x00021061 | 1 ¥ RW STATETE 2 R AE R i A LEIR I (7] v
0x00022000 | 512 545 | RW SHAREIE 2 ) EEROM [X

0x00030000 | 1 5 RW T FAT I SAM R4 v
0x00030100 | 15 FF RO SAM R 0 BB 5715, PSR i i i R Ky 15 579 J
0x00030110 | 1 &5 RW SAM R 0 [ RF 2, 2% 3,13 75 J
0x00030200 | 15 FF RO SAM R 1 BB 5745, s i i Ry 15 5719 J
0x00030210 | 1 =75 RW SAM R 1 R, 2% 3,137 J
0x00030300 | 15 F4§ RO SAM R 2 [ I S5y, Py s i i Ry 16 715 J
0x00030310 | 1 75 RW SAM R 2 IBRF R, 2% 3,13 75 J
0x00030400 | 15 F§ RO SAM R 3 I I STy, Py s T B KK 16 715 J
0x00030410 | 1 715 RW SAM R 3 IIBRFR, 2% 3,13 75 J
0x00030500 | 15 F§ RO SAM R 4 I 55T, Py s i i KKy 16 715 J
0x00030510 | 1 75 RW SAM R 4 IR, % 3,137 J
0x00030600 | 15 75 RO SAM R 5 I I 5571, Py s 1 iR Ky 15 7714 v




0x00030610 | 1 715 RW SAM R 5 IR, 2% 3. 13 75 J
0x00030700 | 15 7% RO SAM R 6 [ I S5y, P sE e i iR Ky 16 715 J
0x00030710 | 1 75 RW SAM R 6 [RIRFR, 2% 3,13 75 J
0x00030800 | 15 77 RO SAM & 7 BIP ST, iR REsRKEN 15 5. N
0x00030810 | 1 75 RW SAM R 7 WIBRF %, 2% 3,13 75 J

5. BERHLAr L

AREHIZE T LR A S, BRI DU R S R Il <. fEARE P
TORFIRFE B, IR SR FERE AT AR Hdh L WA A PRSI0 SRR O O 8 AR, #
ROBAKER, AL ENQ &, AARIEWFEFRT. A e a] 22 KA B 0 RO 8 R
PR, AFE AR SCAE (TR

£k, STX

AN
i3] /\/\

Bl B

£ /8, ETX
ETAIEN

¥ X 71F, DLE
1], ENQ

i73 B4, FS

5.1 EHUERAVIRES

Rk AR RHURAS 4

R BT, FAEFRCAS 1. 228, Loader WA 0. 126, #ilid& i [a] 2014/4/1
Tx: 0x10026003100400891003
Rx: 0x1006
Rx: 0x100260011004010202080001020620140401E31003

LA ) A2 K A B A& R HE i &
Tx: 0x0210030100000703

DUIEFe SRR AT AR K Hels e UGS, (ERIRMEDY CRC-16 5 &, Ak, KE
Bt 2 774K, i B R A7 AE.
Tx: 0x100200086004 001C1003D000




LE SRR KA SR, (ERE (80 CRC-16 AT, (L orfn sk, KeFE:
| EAE, WU B R AL
Tx: 0x1002 70040100FFA61003

5.2 AbFEIRG AT

KIE: GBS S A

A CIER “E A5 @2
Tx: 0x10026003101A01A01003
Rx: 0x1006
Rx: 0x10026003101AAA491003

5.3 BRHREARBME

® Ki%: LERT{ZEY Mifare £, #iE 1, 54 0x00.
IR BEEUR S, R EEEE N 0xD66B66C9122804009010150000000000
Tx: 0x100260061002010000008B1003
Rx: 0x1006
Rx: 0x10026013100200D66B66C9122804009010150000000000FA1003

o ik BEMEBIM, M LA
MR[E]: BE KT
Tx: 0x10026006102701020032E41003
Rx: 0x1006
Rx: 0x1002600410270100AE1003

® Ri%: PRI NAERY, BRI 000011000, BUSFAREIE | _E—MERAE
R SAK {H.
R IE]: BEECEY), IR [EHE DY 0x00
Tx: 0x10026006103700011000D01003
Rx: 0x1006
Rx: 0x100260041037AA00671003

® Rik: EEREHE NG T EEPROM 1, B AHibE A 0x80 (R E AKX, %
MFRC531 #45 F- 1) , 5 ANFAEHME N 0xA1A2A3A4A5A6.
Tx: 0x1002600D10410100800106A1A2A3A4A5A62D1003

® Rik: RMIGHN 4
Tx: 0x100260031009018F1003



5.4  MIFARE | 3 A i f

® ik: FRind, MiE 1, RF IR, B 0.5 BT — kG R FREEC 0x00,
AP ZEH A dr 4, PAT WUPA (0x52) 14>, v 24540 R
Channel Request Times | Request Interval | Request Mode Request All
1 Byte 4 Bytes 2 Bytes 1 Byte 1 Byte
0x01 0x00000001 0x0032 0x00 0x01

5.5

Tx: 0x10026008B1028010000000100320001EA1003

: BEH Mifare RHedr 4, 8

WE B AR AE PR H11565 Fr 1K) EEROM A, Hbdik >y 0x0080, FbEHZE%Y N KeyA.
Tx: 0x10026007102C0101028080B91003

Kik:

BN Mifare K4, 1@

EIE 1, B XA 0x01, Btk 0x02. —HA

HIE 1, B Xk 0x02, Bty 0x01. = HA

WE P FREHAE A H1505 B 1) EEROM H, Hidik A 0x0090, FhEAZEAY N KeyB. 5 AN EHE
A 0x12345678123456781234567812345678
Tx: 0x10026017102B010201C09012345678123456781234567812345678681003

Ki%: b Mifare iy, A AT

Tx: 0x10026004102F0100B61003

CPU & & Ay 72

Kk

TR ?,ﬁ 1, R9— U\—E &0 0. 5 FEAT

ANFH 2 HAh iy 4, $AT WUPA (0x52) i 4.
Tx: 0x1002600B1028010000000100320001EA1003

— Gk TR 0x00,

Kik: CPU -R¥IAG A4, JEIE 1, HEE CPU -REdRE F NT# 75 106Kbps.

Tx: 0x1002600410290100B01003

J2i%: CPU - APDU %4, JBIE 1, APDU [ FE R 5 715, N4 0x00 84 00
BISRE B ML E i 4 (Get Challenge).
Tx: 0x1002600C102A01000000050084000004461003

Kk dril CPU Fw4, M5

Tx: 0x10026004102F0101B71003

00 04.




5.6

0.7

SAM = A i

ik BT SAM 4, EALRRE SAML, B A7 9600, PTS JHFZ 38400.
Tx: 0x100260051021000103AC1003

Ki%: SAM & APDU iy, JHIE 1, APDU FKFE N 5 71, W2 N 0x00 84 00 00 04.
RISREXBEN L fr 2 (Get Challenge).
Tx: 0x1002600C1022000000000500840000043D1003

ULTRALIGHT R J& AR S

Kik: FkRard, BiE 1, RS —kEk, 86 0.5 BT —x 3 k. SR 0x00,
ANPH ZE HAth a4, Wr WUPA (0x52) £ 4.
Tx: 0x1002600B1028010000000100320001EA1003

Kk BRI Ultralight R4, H8IE 1, TUHED 0x01, AHEAT =HIAE.
Tx: 0x1002600710490101000000D41003

ik ik Ultralight K4, J< A0
Tx: 0x10026004102F0100B61003
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